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Survey of Image Detection Methods Generated by GAN Models
XIE Tianqi, WU Yuanyuan, JING Chao, SUN Weiheng
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Abstract: As a powerful tool for generating high-quality images, generative adversarial network (GAN) has been widely
used in the field of image synthesis in recent years. However, with the rapid development of GAN technology, it also raises
serious concerns about image forgery and fraud, especially in key areas such as news reporting, identity authentication
and judicial forensics. These fake images not only are difficult to identify, but also may be used to spread false informa-
tion, commit fraud, or even cause irreparable damage in legal cases. To cope with this challenge, researchers have pro-
posed a variety of methods for detecting GAN-generated images, which can be mainly divided into feature-based methods
and data-driven methods. This paper systematically sorts out the current main GAN image detection methods, and verifies
their detection accuracy on different datasets through re-training experiments. Finally, the development trend of GAN
image detection in the future is prospected, and potential research directions are proposed, in order to promote further
innovation and development in this field.
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Fig.14 Brief structure of model in reference [30]
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Table 2 Experimental dataset size and source

MRS KA /10 KR
ProGAN™ 256x256 8.0 LSUN
StyleGAN" 256%256 12.0 LSUN
BigGAN" 256x256 4.0 ImageNet
CycleGAN™" 256%256 2.6 ImageNet
StarGAN™ 256x256 4.0 CelebA
GauGAN™! 256x256 10.0 COCO
StyleGAN2™" 256x256 15.9 LSUN
WFIR™ 1 024x1 024 2.0 FFHQ
ADM™ 256%256 12.0 ImageNet
GLIDE"! 256x256 12.0 ImageNet
Midjourney'” 1 024x1 024 12.0 ImageNet
SDv1.4™ 512x512 12.0 ImageNet
SDv1.5% 512x512 16.0 ImageNet
VQDM®! 256x256 12.0 ImageNet
Wukong™” 512x512 12.0 ImageNet
DALL-E®" 256%256 2.0 ImageNet
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Table 3 Detection results of graph dataset generated by GAN model Hfr %

S SCHRI3S]  XR[22]  SZiK[24]  SCER(19]  SCHR(29]  SCER(2S]  SCRR[13] SCER(L7) SCRR(14)
ProGAN 100.00 99.36 100.00 99.67 99.83 100.00 99.99 94.65 92.13
StyleGAN 90.17 78.02 85.20 91.75 91.08 92.77 99.20 46.22 86.25
BigGAN 71.17 81.97 77.40 77.75 85.62 95.80 51.83 57.26 65.35
CycleGAN 87.62 78.77 87.00 84.10 86.94 70.17 69.86 38.79 70.02
StarGAN 94.60 94.62 97.00 99.92 99.27 99.97 62.95 32.98 96.80
GauGAN 81.42 80.57 77.00 75.39 78.46 71.58 51.77 95.56 62.79
StyleGAN2 86.91 66.19 83.30 94.64 85.32 89.55 99.00 62.16 85.84
Average 87.41 82.79 86.70 89.03 89.50 88.55 76.37 61.09 79.88
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Table 4 Detection results of Diffusion model and other generative graph dataset BT %

B g SCHR[35] SCHik[22] SCHik[24] SHR[19] SCHR[29] SCHR[25] SCHR[13] SCHR[17] SCHR[14]
WFIR 91.65 50.75 66.80 70.85 55.70 85.80 46.20 42.38 61.75
ADM 60.39 63.42 49.00 84.73 67.15 82.17 74.96 48.13 63.76
GLIDE 58.07 54.13 57.20 80.52 66.11 83.79 75.80 41.27 70.71
Midjourney 51.39 45.87 52.20 65.55 65.35 90.12 72.89 47.37 66.05
SDvl1.4 50.57 38.79 51.00 85.55 63.02 95.38 75.67 46.22 68.11
SDv1.5 50.53 39.21 51.40 85.67 63.67 95.30 75.08 4591 68.82
VQDM 56.46 77.80 55.10 74.46 72.99 88.91 62.95 55.14 66.59
Waukong 51.03 40.30 51.70 82.06 59.55 91.07 75.43 48.45 64.84
DALL-E2 50.45 34.70 52.80 88.75 65.45 96.60 69.86 37.16 70.70
Average 57.84 49.44 54.13 79.79 64.33 89.90 69.87 45.78 66.81
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